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Headway Success Story:

Curating A Culture of Cyber Security Awareness for A
Nationwide Charity

The Client

The UK-wide charity Headway supports people up and down the nation who
have been affected by brain injuries. Their free helpline and award-winning
booklets are invaluable resources for those coming to terms with the effects of
such a life-changing injury.

We first met Ruth Ormston, their director of finance and administration, long
before Headway became our partner, but when their existing IT support failed to
meet their needs, our cyber security-first approach was front of mind.

The Challenge

Working in the medical sector, Headway is responsible for handling and storing
a large amount of data. This can only be accomplished through secure, efficient
technology - which their setup was falling far short of.

Their team knew two things: their current IT was deficient, and their risk of being
targeted by cyber criminals was growing by the day. Healthcare is the industry
most likely to suffer cyber attacks. Combine this with the (in this case, false)
belief that non-profits make easy targets due to a lack of cyber awareness, and
you’ve got a charity braced for imminent disaster. They needed equipping to
stave off threats, so they called in the experts.

A Two-Fold Approach to Comprehensive Cyber Security
Step 1: The Team

It's not just the tools that keep a business safe - educating Headway’s
employees on cyber security was our number one priority. We worked to get the
team Cyber Essentials certified, enhancing their awareness and improving their
ability to spot, report, and avoid digital threats.



Step 2: The Technology

To help their newly knowledgeable staff stay even safer from cyber attacks, we
installed a tool that alerts users to phishing attempts and a full ‘incident response’
process that alerts management to the incident. This ‘Incident Response system’
is there to inform our client of the event, what happened, the measures taken to
eradicate the threat and the steps necessary to mitigate such an issue re-
occurring.

We furthered our end-user protection efforts by enforcing Multi-Factor
Authentication (MFA) and by implementing a next-generation anti-malware
solution for the whole team.

Headway were very much aware of the danger that their outdated on-site servers
were posing, so our final suggestion - a complete clour transformation - didn’t
come as a surprise. The charity is multi-site, and with most of their team working
from home, secure access to data and files regardless of location was a must.
We introduced Microsoft 365, migrated their finance apps to the cloud, and
implemented cloud backups for all their databases.

The Benefits

Thanks to improved accessibility, Headway saw a significant reduction in staff
frustration and an increase in efficiency. More importantly than the time saved,
though, is the security assurance. The team know they don’t just have quality IT
support - they’ve got a crew of cyber security experts familiar with the charity
sector and its specific challenges on hand for whatever the future may bring.

“With the evolving security threat around Al, and it becoming more sophisticated,
we’re working with Virtual to make sure our systems are protected from potential
dangers. They proactively came to us to identify this when we had raised other
concerns to them.” - Andrew Taylor, Head of Digital at Headway.

What’s Next?

Free from security concerns, Headway keeps improving lives, and Virtual IT
continues to support them. We provide monthly patch management to ensure all
their defences are fully fortified. As well as directing them to our cyber awareness
resources, we also regularly chat with the team about IT strategy, the latest
dangers, and relevant policy changes.

We're delighted to see the outcome of our technology
solutions for Headway, and we hope their example
encourages more organisations to re-frame their own

perspective on cyber security. To assess your business'’s
current posture, use our free tool or reach out for some
expert guidance.
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